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EAMC Information Security 
External User Security Contract 

I understand that during my association with East Alabama Medical Center and its affiliates (“EAMC”), I may be 
granted access to certain electronic information systems. I understand I will be assigned a unique user ID and I will 
be responsible for setting a secure password. I understand that EAMC uses multifactor authentication to further 
secure access. These data points identify me to the system(s) therefore these access identifiers are considered 
Confidential Information. Accordingly, I will not reveal or share my access identifiers with others and if at any time I 
believe an identifier has been used or made known to another, I will immediately change that identifier (if 
authorized) or immediately contact the Help Desk (334-528-6850) and request a password. I understand any 
confidential information (PHI, PII, financial and other proprietary data) accessed through an EAMC computer, 
information system or other electronic device must be used for job-related purposes only. I understand I may not 
access any EAMC system (paper, electronic, or spoken) for personal reasons. 

I will not make any unauthorized transmissions, copies, disclosures, inquiries, modifications, or deletions of 
Confidential Information. Such unauthorized transmissions include but are not limited to removing and/or 
transferring Confidential Information from any EAMC computer system to unauthorized locations (for instance, 
home). I understand that any Confidential Information accessed or viewed as a result of my access to EAMC does 
not belong to me. 

By signing this document, you agree that you: 
• accept this document as a contract and accept responsibility for appropriate use, dissemination, and

confidentiality of all information made available to you by EAMC Information Systems. This includes
printouts and transfers of data to any electronic form, storage or database.

• acknowledge that a unique EAMC Information Systems Login ID and password is assigned to you and
must be kept confidential.

• understand that your Login ID and password constitute your electronic signature. Use of your Login ID
to access patient or other confidential information is equivalent to using your signature. You are
accountable for all access using your Login ID.

• will not allow any unauthorized access using your Login ID. This is regarded as a breach of
confidentiality, unethical behavior and violates EAMC policy.

• acknowledge that the system records all activities performed using your unique Login ID, and that
access attributed to your Login ID will be presumed to have been performed by you.

• understand that this access and all information provided is subject to professional confidentiality
obligations and state and federal laws, including but not limited to federal HIPAA regulations regarding
the access, use and confidentiality of patient records. You accept responsibility for compliance with
HIPAA regulations, state laws and professional obligations, and understand that non-compliance may
result in civil legal actions, state and/or federal penalties and fines.

• agree that any indication of misuse will suspend or terminate access and could result in civil legal
actions, state and/or federal penalties and fines.
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